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Dear Ladies and Gentlemen,

Thank you very much for opportunity to present results of research, prepared by the experts’ team from the Centre for Global Studies “Strategy XXI” on issues of new generation warfare and particular case of hybrid war as one of its types. My presentation consists of several chapters. And as introduction I would like to make short introduction to the Centre for Global Studies “Strategy XXI”.
And now let me start with presentation of our research paper. 

A very core of the hybrid war is multidimensional directed poly-destruction, namely destruction by one state of another one through utilization of a complex and combined set of instruments, including military and non-military means and forces, which are directed and concentrated on the goal to destroy the enemy not only and not exclusively on a battle field, but on derogation of its life potentials, first of all from inside through regulated external impacts. Particular issues of Russian hybrid war version are described in the research paper of the Centre for Global Studies “Strategy XXI”, entitled “Putin Hybression. Non-Military Aspects of New Generation Warfare”. Hybression means acronym of “hybrid aggression”. It is a part of our research project “Antares”, where our experts’ group is doing research on utilization of energy component in new generation warfare and our Centre cooperates with NATO ENSEC COE and Center for Army Conversion and Disarmament Studies.  
Ten years ago in February 2006, Emma Simpson from BBC has written an article «Russia wields the energy weapon». She emphasized that energy sources had given to Russia significant political power and the world would see how this power would be utilized. Now, after ten years we can state, that Russian Federation is using energy sources and their delivery infrastructure quite effective to solve own geopolitical and geo-economic issues. Energy driven motives are also present by Russian activities of geopolitical, geo-economic and military character. Weaponzation of Russian energy policy has started not now and not even in 2006, when Emma Simpson has emphasized it (Slide 6). Conceptual approaches should arise from 2003, when the core document – Energy Strategy of Russian Federation – had declared very clear, what energy sources means for Russia: "Russia has significant reserves of energy resources and powerful fuel and energy complex that forms background for development of the economics and instruments of internal and foreign policies realization “  
Russian behaviour has made evident, that this basic conceptual approach of the Energy Strategy was transformed into user manual. And if one might think that it was long time ago, he/she is wrong. The very recent variant of the Energy Strategy of Russia until 2035 includes similar quite clear message:” Russia as a responsible state considers external energy policy not from the exporter’s narrow point of view, intended to maximize short-term revenues, but as a tool to solve both national and global problems”. 

Analysis of doctrinal Russian documents and practical activities during the Putin period in power in Russia makes possible to draw conclusion about actual and not declarative goals of Russian energy policy: 

- keep and strengthen its status of main hydrocarbon supplier to the EU and monopolistic owner of gas and oil infrastructure from Russia to the EU;

- destabilize existing and future energy supplies to the EU from the non-Russian sources;

- take under control prospective hydrocarbon deposits of global significance.
I suggest to look on the case of Russian hybrid aggression against Ukraine and hidden activities of Russia against the EU together with some other activities all around the globe. 
Hybression has certain order of activities and stages. During research of Russian policy and activities, we have introduced in our paper a special term – crypto-war. It is a certain “zero”-state and starts before the actual aggression. The crypto-war represents a very particular stage of unfriendly activities of hidden nature, there is little evidence of a warfare, the situation could be described as a sub-war. It is an obligatory stage before all next phases, but not a stage of the hybrid war as a such. Crypto-war is a covert form of gradual, systematic and long-term endamagement of victim-state in order to maximize the exhaustion of its potential, until a decision about aggression of hybrid or classic type is taken.

Russia is waging quite effective crypto-war both against Ukraine and against the EU, considering the latest as a weak part of the transatlantic community chain. Examples:

- torpedoing of association agreements between the EaP countries and the EU (successful in cases of Armenia and Ukraine in 2013);
- lobbing gas transportation mega-projects (South stream, Turkish stream, Bulgari stream, North stream II) in order to increase EU dependency on Russian gas supplies and bypassing Ukraine, Belarus and Baltic states.

- blocking transit gas flows from Central Asia to Europe through the territory of Russia as well as transportation projects from non-Russian sources and bypassing routes;
- intervention in Syria in order to catalyse “migration generator” for Europe in 2015.
With regard to the latest, I would like to note that back in spring 1999 after massive expatriation of Kosovo Albanians, the Dean of Harvard Law School Martha Minow said: “warfare is being changed: now the war means refugees”.
One can wage wars not only by means of refugees. Key stages of Russian hybression are directly or indirectly characterized by energy leverages, goals and motives in aggressor’s activities. The crypto-war in Ukraine’s case has been waged since long time by gas leverage. In Ukraine’s case, energy has become a basic element of the crypto-war, in particular the gas one. Given the hypertrophied dependency of Ukrainian economy from Russian gas supplies, Kremlin has increased gas price and provided systematic and gradual financial exhaustion of national economy. Simultaneously opaque gas schemes were obtruded with corruptive background and promotion of corruption up to the highest state officials.  

Infrastructure element is another part of the crypto-war. Since 2000, Russia started to implement non-transit oil and gas transportation systems, bypassing Ukraine. Several new pipelines were constructed and putt into operation, including Baltic pipeline system-1 with a terminal in Prymorsk and Baltic pipeline system-2 with terminal in Ust-Luga for non-transit oil exports. Gas pipelines “Blue stream” via the Black Sea and “Nord stream” via Baltic Sea were constructed, thus minimizing Ukrainian transit revenues. Russia has constantly raised the issue of a consortium to manage Ukraine’s GTS with controlling part for Gazprom, which in fact would mean spread of control over all industrial assets through gas supply.

The crypto-war is a significant stage to prepare further hybrid aggression. It could go over years and exhaust the economy of a victim-state. Ukraine has paid to Gazprom for huge amounts of gas and suffered from reduced revenues because of falling gas transit via the territory. At the same time Russia’s propaganda has spread widely the myths of cheap Russian gas, supplied to Ukraine in order to support its economic survival.

An assessment of the energy activity of Russia was done in the EU only in the system

of business-coordinates. Analysis of Russia’s behaviour in 2000-s shows that the RF had been consecutively approaching to deploy energy resources as energy weapon, carefully disguising its actions under commercial disputes with buyers of Russian hydrocarbons on the post-Soviet space. Energy weapon is effective under the monopoly of foreign supplies, surplus of pipeline capacity, high energy prices, low temperatures in winter, when the increasing demand creates a shortage of fuel.
If we come back to the beginning of Russian aggression against Ukraine in 2014, Kremlin’s activities have very evident energy motives. Given traditional Russian aptitude for creating non-competitive and monopolistic schemes, occupation of Crimean Peninsula allowed Russia to solve several challenges of strategic importance:

- liquidation of prospective and large-scale projects to produce gas on the Black Sea shelf, initiated by Ukraine with involvement of European and American companies, which might become a challenge for Russian state owned monopolists;

- forcing out from Northern sector of the Black Sea American and European energy mayors, which are competitors to Russian state owned monopolists;

- elimination of access for Ukraine to main shelf hydrocarbon deposits in the Black Sea;

- creation of conditions to improve the route for new trans-Black Sea gas pipeline (at that time South stream, then Turkish and Bulgari streams) with partial lay-out near or through the Crimean Peninsula and shallow-water shelf part of the Black Sea. 

If we extrapolate these Russian approaches on relations with the EU, it is very easy to draw a conclusion about Russian view on critically important for Europe gas sector (Slide 13). Russia is doing its best to discredit historical transit route to Europe via Ukraine by using different means – propaganda about outdated and non-safe GTS in Ukraine, “civil war” in Ukraine, gas thefts and other absurdities. In 2014, after the start of hybression against Ukraine, several subversive attacks have taken place on the main gas pipeline Urengoy-Pomary-Uzhgorod, announced by Russian propaganda as technical incidents. However, chemical analysis of the ground in places, where pipelines were damaged, has proven existence of explosive materials, which were put under pipelines in places, hit by corrosion. Ukrainian GTS has very unique interconnectivity, which helped to ensure uninterrupted supply of gas to the EU. According to our evaluations, to stop gas supply to the EU via Ukraine, one needs to damage at once the system at least in 29 places, which is practically unrealistic under circumstances of hybrid war. Ukrainian GTS therefore has proven its resilience through nearly three years of “hot scenario” of hybrid war and continue to ensure uninterrupted transit of Siberian gas to Europe. 

Subversive approaches are evident also in other country – Turkey, which is considered by Moscow as a new route to transit hydrocarbons to Europe from non-Russian sources and through routes, bypassing Russia. “Suddenly”, in summer 2015, РКК decided to explode all main pipelines in the East of Turkey. Sudden unfreezing of Karabakh conflict in the early April 2016 together with demonstrative deployment of rockets on Syria from Caspian Sea in October 2015 should become messages for Europe and countries of the region as well as Western energy mayors, investing there into gas and oil exploration, that Russia is ready to take control or simply stop realization of projects, dedicated to deliver gas and oil from Central Asia and Azerbaijan to the EU. 
Russia’s ambitions are of a global scale, but they are mostly concentrated on neighbouring regions and countries, which are considered by Moscow as the competitors in energy sector and/or have significant hydrocarbon deposits. Kremlin is realizing a bi-parallel strategy. From one part, Russia aims to increase European dependency from own hydrocarbons. It should be achieved through obtrusive realization of non-transit pipeline systems. From other part, it tries to neutralize competitors, where most of current competitors are former Soviet republics, considered inertial by Moscow as its “own”.    

The conclusions from our research, make it evident, that those countries as Kazakhstan, Turkmenistan, Azerbaijan continue to be under threat of political coup d'etat, initiated by Russia to establish control over the competitor or under the threat of Russian hybrid aggression to create chaos in the country and cause decline of production industries and exports. Although Algeria is not a neighbour to Russia and even positioned by Moscow as the anti-crisis partner in Northern Africa and Middle East, it is interested in destabilization of Algeria because of its third rank position as a supplier of gas to Europe after Russia and Norway in order to substitute falling exports by own gas. 

One should also not underestimate Russian ambitions with regard to Arctic, which is considered by the latest traditionally as its own. Arctic has more hydrocarbon deposits as Persian Golf with most of deposits, located in European-Arctic region. Very significant is also control over Northern Maritime Route, given gradual melting of ice in Arctic due to global warming. Russia has already advantages in Arctic, given military and energy dimensions. One cannot exclude, that Spitsbergen archipelago or Svalbard according to Norwegian or Grumman according to Russians might become first target and territory of Russian expansion in Arctic in XXI century. 

If we come back again to aspects of hybrid warfare, one should note that in Russia, attention is given to deployment of civil infrastructure, in particular, energy infrastructure to deliver in non-traditional way mass destruction weapons. It is the only one example. Maritime pipeline systems might be used to deliver MDW. For instance, maintaining diagnosis by a certain device, to the territory of an enemy one might deliver both a container with bacteriological agent or nuclear ammunition. Therefore, one should not only pay attention to provocative show-flying of Russian strategic bombers, but rather on technological innovations, which are developed under deep secrets.      
And to conclude. If we look on energy and economic statistics, we could state that Russian aggression is driven by oil and gas-dollars, which Russia earns from hydrocarbon exports. It is the answer why Western sanctions do not have proper effect. Western sanctions are rather slowing Russian aggression but not deterring it from further steps. Introduced sanctions have not effected the most important source to fuel aggression through revenues from hydrocarbon exports. To stop Russian aggression, there should be a combination of low oil prices and strong sanctions of Iran-type (reduction of oil purchases from Russia, switching of from SWIFT, etc.), as well as EU refuse to allow construction of politically motivated gas pipeline like Nord stream 2. This pipeline will export not only gas, but also corruption to the European market. Corruption is another very effective weapon, which could substitute tank corps and air force fleets.  
In case of Ukraine, we should emphasize that under hybrid aggression circumstances, we managed to neutralize “gas weapon” of Kremlin. Previously gas supply to Ukraine was made from Russia or via Russia and gas sector was traditionally a weak point if Ukraine in relations with Russia. Reduction of gas consumption and reverse supply from the EU made ineffective deployment of gas leverage by Russia against Ukraine. 

During winter period of 2015-2016, main risks for Ukraine were connected with supply of electricity. Arising challenge became cyber-attacks on United Energy System of Ukraine. On December 23, 2015, a massive cyber-attack was undertaken against United Energy System of Ukraine. However, the resilience of the United Energy System of Ukraine was even higher as expected. Without deep analysis of cyber-attack peculiarities, I would just quote conclusions of American experts, which have evaluated the situation «hackers, which attacked Ukrainian power stations … have carefully planned the attack for many months. Firstly, they have made acquainted with internal networks, then gained access to operators’ data and after that made a synchronized attack». Therefore, cyber-security and protection of critically infrastructure under the conditions of hybrid warfare of Russia against Ukraine is becoming one of the top-priorities. The same priority is should become for the EU and NATO and in particular for Germany, which networks might be under threat of massive cyber-attacks during winter period. Artificially created black-out might give up hope on further development of renewables in Germany. Instead of, Russia is ready to offer more gas and realization of Nord stream 2, on which German authorities are already keen, taken not into consideration deeply covered Russian motives.
Conclusions.

Russia will use proxy-methods to counter by hidden means European attempts on diversification of energy supply to the EU and realization of non-Russian gas supply. 

Europe needs to strengthen monitoring of Russian activities inside the EU and NATO. Russia will act according to logic of new generation warfare rather from inside than from outside. It will use lobbyists and corruption mechanisms, created and developed during recent decades of hydrocarbon supplies to Europe. 

Russia will undertake cyber-attacks against European energy networks to cause massive black-outs. 
Therefore, “Disarmament” of Russia’s energy policy should be conducted by means of:

More gas from non-Russian sources (Iran, Turkmenistan, Azerbaijan) via non-Russian routes (via Turkey);

Rejection by the EU of politically motivated gas pipelines projects (Nord Stream 2);

More LNG deliveries from North America to the EU instead gas from Russia;

More oil imports to the EU from non-Russian sources instead of Urals.

More securitization of the S. Caucasus, Caspian and C. Asian regions is needed to provide protection of the future gas flows to Europe

NATO should strengthen capacities of intelligence with regard to potential of the Russian Federation to use in a hybrid way weapons of massive destruction

Hybrid Warfare Knowledge Hub under UA-NATO Joint Commission is needed.

This list is far of being a final one to force the aggressor to the peace and dismiss from occupied territories of Ukraine. According to technologies of countering hybrid aggressions, one should introduce alternative model of enforcement to the peace by non-military means or creation of a multi-crisis scenarios inside of the aggressor.
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